ITAMSATKA 10 ®UHAHCOBOU T'MI'MEHE

«Kak ne nonacmo «6 PYKU» MOUWEHHUKOB)

Jouumaiitme 3my namamky 00 Konuya, oasxce eciiu yeepeHsl,

Ymo HUK020a He CHaHeme Hcepmeoil MOUIeHHUKOB.
YACTD 1. YET' O HEJIb35 AEJIATDH

1. He nonHuMaiiTe 3BOHKHA C HE3HAKOMBIX MHOCTPAaHHBIX HOMEPOB (Dcmonus, Jlameus,
Tonvwa u m.0.), eciv y Bac HET TaM KOHTAKTOB, KOTOPbIE MOTJIM ObI CBSI3aThCsl C BAMH HMEHHO
B 3TOT MOMEHT.

2. He noBepsiiiTe 3BOHKaM M COOOIICHHUSM, TMOCTYMAIOMIUM SKOOBI OT MMEHU OaHKOB,
[IPaBOOXPAHUTENBHBIX OPraHoOB, HHBIX TOCYJApPCTBEHHBIX CTPYKTYp, 0€3 CaMOCTOSTEIbHON
NPOBEPKU MHPOPMALIUH.

3. He pasroBapuBaiiTe Cc HE3HAKOMBIMH JIIOJbMHU MO TeledOoHY, C IOMOIIBIO
meccenrepoB (Viber, Telegram u op.) 6osee 10-15 cexkynn, eciu peub UAET O Bamux GUHAHCAX,
MEePCOHAIBHBIX JaHHBIX MU CPOYHBIX TPEOOBAHUIX COBEPUINTH KaKue-1100 IeHCTBUS.

4. HuxkoMy HM 110J1 KaKUM MPEJIOrOM He coolmiaire:

o JIUYHBILL HOMED nacnopma,

o peKeU3UmMbl OAHKOBCKOU KAPMbl,

e CVV/CVC-xo00;

o [IHH-x00;

e x00bl Uz SMS;

o JI02UHbL U NAPOIU OM UHMEPHEM-OaHKUH2a,

*  KOObl NOOMBEPIHCOCHUS U3 MECCEHDIHCEPOS.

5. He npunHuMaiiTe caMOCTOATENbHBIX PEUICHUH MO 1aBIICHUEM, YTPO3aMH, CPOYHOCTHIO
WJIM SMOITMOHAIBHBIM BO3JICHCTBUEM (Hanpumep, Ko2od Ymeepicoaon, Ymo bl Cmaiu Oponom,
Gunancupyeme meppopucmos uiu am 2posam miopbMou, a eauum OIUSKUM — ONACHOCMbIO).
O0s13aTeBHO COBETYHTECH C TEMH, KOMY JOBEpsieTe, U C MPO(PEeCcCHOHATaMU B COOTBETCTBYIOIICH
chepe (Haiidume dvlcmpdvlli CHOCOO NO3BOHUMb, HANUCAMb, 0aMb UM O cebe 3HaAMb U NOJYUUND
00paAMHYI0 C513b).

6. He BeppTe nokyMeHTam, mpuciaHHbeIM B Viber, Telegram unu apyrux MecceHmaKepax,
JTa’Ke €CJIM OHU SIKOOBI moanrcanbl HarmoHaibHBIM 0aHKOM, TTPaBOOXPAHUTEIHHBIMHI OpTaHaAMH
(ADP, KI'F, /]OM, KT'K, MB/]) u npyrumu oQUITUATBHBIMU CTPYKTYPaMH.

7. He nosepsiite GpoTo u BUCO Jt01eH B hopme, KOTopbie oOpararoTes K Bam yepe3 Viber,
Telegram winu Apyrue MecCceHIKEPHI (ux 1ecko nodoenams).

8. He noBepsiiTe rojocam u BUIeon300pakeHusM (aurderikaM) poJCTBEHHUKOB, APYy3eid,
KOJIJIET, MOJIyYEHHBIM 110 Tele(OHY MM Yepe3 MECCEHKEphI, TeM 0oJjiee eclii OHU BeIyT cels
CTPaHHO, HAIyTaHbl WM TPEOYIOT (PMHAHCOBOW MOMOIIM (UX 2070C U U300paAdCEHUe MOICHO
noooenams). COpOChTE 3BOHOK U MEPE3BOHUTE UM CAMH 10 U3BECTHOMY HOMEPY.

9. He mnpuHMMaiTe yd4acTHe B TaK Ha3bIBAEMBIX «CIHEIHAIBHBIX  OMEPAIHIX)»
M0 «CMAaCeHHIO» ce0si, OMU3KUX WM APYTUX JHOJeH, O KOTOPHIX Bac MPOCAT HE3HAKOMBIE JIHIA
no teneony unu uyepe3 MuTepHer.

10. He mpowusBoauTe «OOBICKM» WM MPOBEPKU KBAPTUPHI MO YKA3aHHUIO 3BOHSAIIUX,
HE JIEKIApUPyHTE HUKOMY CBOH COEPEKEHUS U IIEHHOCTH.

11. Hukorma He mepenaBaiiTe HaTUYHbIE, BATIOTY WU JPArolieHHOCTH TPETHUM JIUIIaM,
BKITIOYAsk KYphEPOB, MO0 YbHM-THOO YKa3aHUSIM — HE3aBHCHMO OT TOTO, HACKOJIBKO 3TO KaXeTCs
JIOTUYHBIM WA «KOHCITUPATUBHBIMY.

12. He ydvacTByiiTe JHYHO B TEPEBO3KE WM TEPEMEIICHHH HaJIHMYHBIX, HWHOCTPAHHOM
BAIIOTHl MJIM JIParoleHHOCTEeH MO TOpOAY, BHYTPH CTpaHbl MM 3a €€ Mpenenbl — Jaxe eciu
IpeIaraoT «3apaboTOK» UM MYTalOT MOCIEACTBUIMH 32 OTKa3 OT COTPYIHUYECTBA.

13. Huxorma He odopMisiiiTe KpeIuThl MO YKa3aHUIO TPEThHX JHI. Eciu ke KpemuT
yxe oopmiteH, He TIEpEeBOINTE TIOTYYSHHBIE CPEJICTBA Ha CYETa MOCTOPOHHUX JIHIL (10 YKA3aHUIO
sawiux «0oobpodicerameneiy).

14. He nmepeBomuTe BallM JIGHeXKHBIE cpencTtBa  (COepeKeHHs,  JIEMO3UTHI)
Ha «0e30IacHbIe), «PE3ePBHBICY, «CIEIUANBHBIC» WM WHBIE CYETa, yKa3aHHbIE HE3HAKOMBIMU
JTUIAMH.



15. He Bo3BpamaiiTe caMOCTOSTEIBHO JIEHEKHBIE CpEICTBA, SKOObI OMIMOOYHO
MOCTYNHBIINE HA Bally KapTy Wik HoMep TenedoHa oT HezHakomIleB. OOparurech B OaHK WK
K MOOWJIBHOMY OIIEpaToOpy 3a KOHCYJIbTAllUAMU U TOMOIIBIO.

16. He nepenaBaiiTe cBOM OaHKOBCKME KapThbl, CueTa M JOCTYH K HUM JAPYTHM JIMIAM,
B TOM YHCJIE 32 IEHE)KHOE BO3HATrPaXKACHUE.

17. He cornamaiTech mojy4yarb JEHEKHBIE CPEJICTBA HA CBOM CYET C MOCIEAYIOIINM UX
HIEPEBOJIOM TPETHUM JIULAM.

18. He peructpupyiire UI1 unum ropuanyeckue Iumna, He OTKpbIBaiiTe 0aHKOBCKHE cUeTa
10 IPOCh0E MaJIO3HAKOMBIX JINOO MOCTOPOHHUX JIUII.

19. He ycranaBnuBaiiTe MO yKa3aHWIO HEHM3BECTHBIX JHI[ IMPOrPAaMMbl YAAJICHHOTO
JIOCTYIA UM UHbIE IPUII0KEHUS 10 HAIPaBJIEHHBIM CChUIKAM.

20. He pearupyiite Ha MpeIIOKEHUS «IETKOTO 3apab0TKa», CBA3aHHBIE C MEPEBOAOM,
OOHAJIMYMBAHUEM UJIM TPAH3UTOM JICHEKHBIX CPEICTB.

21. He odopmiisiiiTe TOBEPEHHOCTH Ha HE3HAKOMBIX JIUI] MJIH MO TPOCh0E MaI03HAKOMBIX
Jr0/Iel Ha OTKPBITHE OT BAallIero MMEHN 0AHKOBCKUX CUETOB, COBEpIIEHUE (DPMHAHCOBBIX OINEpaIUii
WM [IPEIOCTABJIEHNE JOCTYIIA K BAlIUM CU€TaM, HE BbIE3XKalTe JUIsl 3TOr0 3a MPEeIibl CTPaHbI.

22. He BHocuTe mnpenomiaTy 3a TOBapbl WM YCIYI'M, OCOOCHHO HEIOpPOTIHE,
npejyiaraemeie yepes comnmaibubie cetu (Instagram, Telegram u opyeue). D10 vacThiii criocod
MOLIEHHUYECTBA.

23. He ydacTByiiTe B pO3BITpHINIAX, JIOTEPESIX M AaKIHUiIX, WHPOPMAIHA O KOTOPBIX
[OCTyNMJIa BaM MO H3JeKTpoHHOM noute, CMC umim B MecCeHJKepaXx OT HE3HAKOMBIX
OTIIpaBUTENIEH, 0COOEHHO €CIIH JJIs OIYUYEHUS «IIpU3a» TpeOyeTcs BECTH OAHKOBCKUE PEKBU3UTHI
WIN JaHHBIE MacIopTa.

24. He oTknmKaiiTech Ha TPEIUIOKEHHUs yAaleHHOH paboTel B WMHTepHere, eciam s
TPYAOYCTPOICTBA BAaC MPOCAT aBTOPU3UPOBATHCS Uepe3 HEM3BECTHbIE CAlThl, BBECTH OAHKOBCKHE
JTaHHbIE, BHECTH B3HOC.

YACTDB I1. YUTO HYKHO AEJIATDH

1. Beerna nposepsiite MH(OpMaLMIO, OTHOCUTECh K HEW KpuTUdecku. Eciu 3BOHAT
u3 0aHKa, MIJIUIIUH, CJIEICTBEHHOTO KOMHUTETa, IPYTHX CTPYKTYP — PE3KO 3aBEPIIUTE Pa3roBOpP,
nepe3BornTe B 102 MM CaMOCTOATEIHHO MO OQUIIMATBEHOMY HOMEPY OpraHU3alud, KOTOPBIC
nerko Haiitu B MHTepHeTe Ha odunmanbHO caiite. 3amoMHuTe: coTpynuuku munuiuu, KI'K u
JIPYTHX TOCOPTraHOB HHUKOTJA HE 3BOHAT B MECCEHDKepax C TpeOOBaHUSAMH Ha3BaTh KOJIBI,
MEPEeBECTU ACHBIY W «IIOMOYb B CIIEIIUAIBHOMN ONepaiumy.

2. Kputndecksn OTHOCHTECh K JIFOOBIM  TPEJIOKEHUSM  «IETKOTO  3apaboTKay.
[TpennoxeHus MONIy4YUTh JEHBIH Ha CBOM CUET, OOHAIMYUTH UX, IEPEBECTH TPETHUM JIUIAM [TOYTH
BCET/1a BOBJICKAIOT B TIPECTYITHYIO JCSATEILHOCTD.

3. [Ipy BO3HUKHOBEHHH TIOJO3PEHUN, YTO B OTHOLIEHWU BaC COBEPIIAIOTCS
MOIIIEHHUYECKHE JICHCTBUS, HE3aMEIITUTEIIEHO MPUHUMAKNTE CIICTYIOIINE MEPBI:

e 3a010KUpYlime 6AHKOBCKYI0 Kapmy yepe3 MOOUNIbHOe NPUTLOJCeHUe WU NO melleq)OHY
eopsayetl TuHUU 6aHKA, A MAaKH#ce C80U OaHHbLE 8 MENCOAHKOBCKOU cucmeme u0eHmu@puKayuu;

* CMeHume naponu;

e o0bpamumecy 6 OAHK C 3as6/1€HUEM O HECAHKYUOHUPOBAHHOL ONepayuu Uiy nonvimke
ee cosepuleHus;

e CcooOWume 0 N0O03puUMeNbHLIX Oeticmsusix no meaeghony 102 unu 6 ogpuyuanvHolil yam-
oom MBJ] ¢ Telegram «Mui 6cecoa psioomy,

e nodatime NUCbMEHHOE 3AA6/IeHUE 8 NPABOOXPAHUMETILHbBLE OP2AHbI.

4. [IpoBepsiiTe CCHUIKM W aJpeca CalTOB TMepel BBOJOM IEPCOHAIBHBIX JAaHHBIX,
UCTIONB3YITE TaKkke OQUIMaTbHbIe MOOWIBHBIC TpHIOKEHUs OanHkoB. [Ipm mokymkax
B MlHTEpHETE MpoBepsiiiTe MOATUHHOCTE pecypca.

5. Ucnonp3yiiTe 0a30Bble MEPHI 3aIUTHI TPH padboTe ¢ 0AHKOBCKUMHU KapTaMHu:

o gKIIOUAUme 08YX(aAKMOPHYIO aymeHmuPuUKayuio;

e ycmauaenugatime IUMUMbL HA NEPEBoObl U CHAMUE HATUYHDIX;

o nooxmouavme SMS- unu push-yseoomnenus 060 cex onepayusx no cuemam,



6. «PaznensiiTe» neHeKHbIE CPECTBA:
* OCHOBHble HAKONJIEHUs XpaHume Ha omoelbHOM cyeme (Kapme);
0J151 MEKYWUX pAcxo008 UCNOb3Yme Opy2oll cuem (kapmy),

e 0/ OHJIQUH-NIAMed cell NPUMEHSUMe OMOENbHYI0 KApmy.

7. JloroBoputech ¢ OJU3KUMHU 00 WCITOJIB30BAaHUU KOJOBOTO CIIOBAa MJIM BOIPOCA, OTBET
Ha KOTOPBIA U3BECTEH TOJHKO WICHAM Baliel ceMbu. [Ipu momyuyeHuu o q03pUTeIbHBIX 3BOHKOB
WM COOOIICHUN OT AKOOBI POJCTBEHHUKOB HCIOIb3yHUTE TaKUE MPOBEPOUHBIE BOIIPOCHI.

8. 3ammiaiiTe CBOM MEPCOHAIBHBIC JaHHBIE:

e He nyboauxylme u He nepecwlialime ghomozpaguu nacnopma,

e He eulKIaovlealime 8 COYUATbHble cemu OOKYMEHMbl, 8 KOMOPbIX COO0epHCaAMCs
nepconanvhvle dantvle (PHUO, nacnopmusie 0anuvle u m.o.);

e ocpanuuusatime 00CMyn K IUYHOU UHPOPMAYUU 8 COYCEMSIX.

9. OOyuaiiTe 6JIM3KKX OCHOBaM (pHAHCOBOW rpamMoTHOCTHU. Ilepronnueckn oOCyx)aaiiTe
TUTTUYHBIE CXEMbI MOIIICHHUYECTBA C MTOKUIBIMUA POJACTBCHHHUKAMU H MOJAPOCTKAMH.

Oco0oe BHUMaHHE yJIEIUTE IETAM: OOBSICHUTE UM, YTO HEJIb3s1 00LIaThCsI C HE3HAKOMIIAMU
B MECCEH/DKEpax, yCTaHABIMBATH IPUIIOKEHUS 110 UX IPOCKOE WM IepEeAaBaTh ICHBIU Kypbepam,
a TaKkXe MEepeBOJAUTh UX MO NPEIIONKEHHONW TPEThbUMH JHIAaMU HMHCTpYKUuU. Eciu peGeHok
CTOJIKHYJICS C TTO/IO3PUTEIBHBIMH COOOIIEHUSMH — OH JIOJDKEH HEMEIJICHHO PaccKaszaTh 00 3ToM

pPOAUTECIIAM.



