NAMATKA NO ®PUHAHCOBOW MNIruUEHE

MoppobHas Bepcust no 6nokam: yrpo3sbl, NpusHakn obmaHa, npasuna noBegeHuns, 4eNCTBUsS Npu
NHUMOEHTE
Pecnybnuka Benapyco * 2026

FmaBHOe NnpaBuno Bcer NaMsATKN
He penictByiiTe nog gaenennem. CHayana oCcTaHOBUTECH, 3aTEM MPOBEPbTE MHOPMaLNIo Yepes ouumansHbIn

KaHan un HOCOBeTyﬁTer C 4YerioBeKOM, KOTOPOMY jOBepAeTe.

lMamsimka npeOHa3HavyeHa 0515l WKOIbHUKO8, podumeriel, neda2o208, 83p0C/ibiX 2paxdaH U noxusbix noded. Tekcm HanucaH
npocmbiM 5i3bIKOM. IHgbopmayusi 0 3aKoHax daHa Kak opueHmup U He 3aMeHsiem KOHCybmauuto ropucma. AKmyaribHble
pedakyuu Hopm riposepstime Ha pravo.by.
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KaK nonb3oBaTbCcA NaMATKOMU

e YuTanTe He TOmMbKO CBOM pa3aen. MoleHHNYeCcKMe cXxeMbl HacTO CMELLMBAKOTCS: 3BOHOK U3 “GaHKa” MoXeT
3aKOHYMTbCA KpeauToM, Nepedaven HanuuHbIX, yCTaHOBKOW yaanéHHOro 4ocTyna v BOBfIeYEHNEM B
AponnepcTeo.

o Kaxabli 6ok NOCTPOEH OANHAKOBO: IAe ONacHOCTb, Kak €€ pacno3HaTb, YTO HeNb3s AenaTh, Kak NOCTYNUTb
npaBuIibHO, YTO AenaTb, ecnn owunbka yxxe npomsoLuna.

e Pacnevartarite KOPOTKME YEK-NUCTbI N3 KOHLA JOKYMEHTa 1 pa3aMecTuTe Aoma, B Knacce, kabuHeTe, obLLexnTmm
unu Ha paboyem mecrTe.

e [Insa cembyn nonesHo BbibpaTb KOOOBOE CMOBO U 3apaHee AOrOBOPUTLCS: KPYMNHbIE NepeBoabl, KpeanTbl 1
nepeaava Hanu4YHbIX HUKOraa He genarTcs 6e3 NPOBEPKN BTOPbIM YENOBEKOM.

B/1OK 1. YHMBepcanbHble npaBuaa puHaHcoBou 6e30nacHOCTU

MpaBuno “lMay3a — NpoBepka — CoBeTt”
MMaysa: HU4ero He HaxxMmaTb U He NnepeBoauTb. [IpoBepka: NO3BOHUTL NO oduumansHomMy HoMmepy. CoBeT:
obcyauTb ¢ 6nNn3kMMm, poanTenem, yumtenem, 6aHkom, ropuctom mnm 102.

1.1. Y10 Henb3A coobLw,aTb HUKOMY

e koAbl N3 SMS, push-yBegomMneHui, NpUNoXXeHNa-ayTeHTUnKaTopa;

e [IMH-koa, CVV/CVC-kon, Cpok OeNCTBUS KapThl, NOSIHbIE PEKBU3UTLI KapThl;

e  IOMVHbI, NAPOnK, KOAOBbIE CrioBa 6aHKa, OTBETbl Ha CEKPETHbLIE BONPOCHI;

e  NNYHBIA HOMEp nacnopTa, POTOo/CkaHbl JOKYMEHTOB, cendu ¢ nacnopToM 6e3 3aKOHHOW Y MOHATHOW NPUYUHbI;
e koAbl Bxoaa B Telegram, Viber, WhatsApp, anekTpoHHyto No4Ty, couceTy;

e [aHHble 014 BXOOa B VIHTepHeT-6aHK, MCH, ANEKTPOHHbIE N BUPTYalibHbl€ KOLUEJIbKA, KPUMTOKOLLESTbKNA;
L] KoAbl ONA NPpUBA3KM HOBOIO yCTpOVICTBa, BOCCTaHOBITEHUA Napond, NoATBepPXAEeHUA Kpeauta unu nepesoaa.

1.2. YT0 4ONXKHO HACTOPOXKUTb Cpa3y

Mpu3Hak Y10 3TO 3HAUMUT MpaBunbHasa peakuus
CpouHocTb: “npsiMo cenvac”, “y Bac 5 Bac nuwwatoT BpeMeHn Ha NpoBEPKY. OcTaHoBUTLCA. 3aBepLUMTb Pa3roBop.
MUHYT” [MpoBepuTb OTAENBLHO.

CekpeTHOCTb: “HUKOMY He roBopuTe”

Bac usonupytoT oT noMoLuy 6rnm3Kumx.

Ob6s3aTensbHO pacckasaTb A0BEPEHHOMY
yenoseky.

Ctpax: “yronosHoe geno”, “obbick”, [aBneHne Ha amouunn. He cnopuTb, He onpaBabiBaTbCS, 3BOHUTL
“kpeant”, “Teppopnsm” 102/0punumansHo.

Beiroga: “nérkve aeHbrn”, “6e3 onbita’, “3a | Bo3moxHOe BOBNEYEHUE B CXEMY. OTKa3aTbCs 1 NnokasaTb Nepenmncky

10 muHyT” B3pOCoMy/crneumnanmcTy.

Mpocb6a ycTaHOBUTb NMPUNOXEHUE

MoxeT 6bITb yAanéHHbI JOCTYN Unn
BUPYC.

He yctaHaBnueaTb. [MpoBepATb Yepes
ohmLmanbHbIA MarasuH.

Mpocbba Ha3BaThb kopg,

Kog no4tu Bcerga oTKpbIBaeT AOCTYN UK
noATBepPXaaeT onepaumio.

He HasbiBaTb HUKOrAa.

[eHbrn Yyepes Bally kapTy

Balu c4éT MoXeT cTaTb YacTbio
NPeCcTYNHON LEenoYKu.

He NpUHUMAaTb N HE NepeBonUTb.

1.3. MMHMManbHbIN Habop HacTpoeK 6e3onacHoCTH

O YsegomneHusi 060 Bcex onepaunax no Kaptam un cHeTam BKITHOYEHbI.

OJTumnTbl Ha nepeBoabl U CHATUE HalN4YHbIX YCTAHOBJIEHbI.

O [ns oHNanH-noKyrnok ecTb oTaenbHas kapta ¢ HeGonbLM 6anaHcoM.

O Ha tenedgoHe ctout napons/6uometpus, SIM-kapTa 3awmweHa PIN-kogom.
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O Maponu k 6aHKy, NoYTe N MECCEHKEPaM pasHble.
O OsyxdakTopHas 3aLuMTa BKMOYeHa B novte, 6aHKke, MecceHaxepax, coLlceTsax.
[0 AKTMBHbIE CECCMM U NPUBSA3aHHbIE YCTPOWCTBA NPOBEPSIOTCSA HE peXe pasa B Mecsl,.

0B ceMbe ecTb k0QOBOE CNOBO AN CPOYHbIX NPOCLO O AeHbrax.

B/1OK 2. 3BOHKM “n3 6aHKa”, “muanuyun”, “CnepacrseHHoro komutera”, “HaybaHka”

2.1. I'pe onacHoOCTb

o MolleHHMK NpeacTaBnsieTcst COTpyaAHMkoM B6aHka, munuuun, KK, KI'b, CneacteeHHoro komuteTa, HaubaHka,
Hanoroeown U1 MobmnbHOro oneparopa.

e  OH MOXeT 3HaTb Balle uMs, 0aHK, YacTb HOMepa KapTbl, agpec, MecTo paboTbl. OTO He JOKa3bIBAET, UTO 3BOHOK
HACTOALLMI: AaHHbIe MO NONacTb B YTEYKY UMK BbITb B3SITbl U3 OTKPbITLIX MCTOYHWUKOB.

e Llenb — 3acTaBUTb Bac Ha3BaTb KOA, YCTAHOBUTb NPUIOXEHUE, OPOPMUTL KPeauT, NepeBecTn AeHbrn, nepeaatb
HanuyHble Kypbepy unm “iomoYb CneacTeumio’.

2.2. TunuyHble cueHapum

CueHapun YT0 roBopAT YTo XOTAT NONy4nTb

“Mopo3puTensHasi onepauns” “Cewyac ¢ BalLew KapTbl CUCbIBaOT Kog noaTBepxaeHus nepesoga/sBxoaa.
neHbrn. HasoBute koA, YTOObI OTMEHUTL”.

“Ha Bac odopmnisitoT kpegut” “Hy>XHO CpOYHO OCHOPMUTB BCTPEYHbIV KpeaunTHble AeHbrM, KOTOpble MOTOM
KpeauT 1 nepeBecTy AeHbr Ha Pe3epBHbIN | UCHE3HYT.
CYéT”.

“Cneuonepaums’ “Bbl nomoraeTte norMaTb NPECTYNHUKOB. MN3onaumio ot 6rmM3kux U KOHTPOnb Hag
Hukomy He roeopute”. OenCTBUAMM.

“Bbl cTanu gponom” “YT106bI AOKa3aTb HEBUHOBHOCTb, [eHbrv n gocTynel Nog CTpaxom
nepeBeauTe AeHbrM/HA30BUTE AaHHbIE”. OTBETCTBEHHOCTMU.

“MpoBepka kBapTupbl” “Hangute HannyHble, 30110TO, JOKYMEHTHI. Hanu4Hble, BantoTy, AparoLeHHOCTH.
Cenvac npuegeT Kypbep”.

“lMomoLLb poaCTBEHHNKY” “Baw cbIH/goyb nonanu B A TI, cpoyHo BbicTpbI NepesBoa unu nepegady
HYXHbI AeHbrin”. HanuyHbIX.

2.3. Yto Henb3A genaTtb

e He nNpojommkaTb pasroBop No uHaHCoOBLIM Borpocam fonblue 10—15 cekyHa;
e He NoATBEpPXAaTb JIYHbIE AAHHbIE “ANs NPOBEPKU NMNYHOCTLN”;

e He HasbIBaTb KOAbl M NAponu;

e He yCTaHaBnuBaTb NpOrpaMmbl yaanéHHoro 4ocTyna;

e  He BKMYaTb AEMOHCTPALMIO 3KpaHa BO BpeMs BXxoaa B 6aHK;

e He ohopMNATb KPeaUThbl U KapTbl MO YKa3aHWI0 3BOHSALLETO;

e He NepeBOAMTb AeHbIM Ha “Oe3onacHble”, “pe3epBHbIe”, “TPaH3UTHbIE” CYeTa;
e He nepefaBaTb HaNM4YHble Kypbepawm;

. He Bble3XaTb K 6aHKOMaTy 1mnn B 6aHK no YKa3aHuto Hen3BeCTHOro.

2.4. KaK npaBuabHO

3aBepwnTb 3BOHOK. He cnopuTb 1 He AoKa3biBaTb.

CamocTosATenbHO OTKpbITh odhuLmanbHoe npunoxeHne 6aHka unu cant GaHka.

Mo3BOHUTL NO HOMEpPY ¢ 6aHKOBCKOW KapTbl UK ochuLManbHoro canTa.

Ecnu 3ByunT yrposa yronoBHoro gena — 38oHUTb 102 unu naTtu B 6nmxaniee nogpasgeneHve Munmumm.
CoobWwunTb 6nnskomy 4ernoBeky, 0COOEHHO ecnu Bac NPOCUIN “HUKOMY He FTOBOpPUTDL”.

aprwdE
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B/1OK 3. MecceHaxepbl, coucetn, aundenkn u nogaenbHble 4OKYMEHTbI

3.1. MecceHAepbl KaK 30Ha pUCKa

B Telegram, Viber, WhatsApp n couceTax nerko nogaenartb umsi, goTo, AOMKHOCTb, LOKYMEHT, NevaTb, (hopMy,
aBaTap 1 gaxe roroc.

CoobueHune “oT anpekTopa”, “oT yuutens”, “oT poacTBeHHUKA”, “oT BaHka” MOXeT OblTb OTNPaBMeHO Co
B3ITOMaHHOIO akKayHTa.

dann ¢ HasBaHneM “noctaHoBneHue.pdf’, “nosectka”, “gorosop”, “4ek” MOXET ObiTb BPEAOHOCHBIM UM BECTU Ha
OVLLNHIOBYIO CTpaHWLLY.

3.2. Aundeiikn

IOunndelik — nogaenbHbIv rofoc, N3odpaxeHne unu BUAeo, cosgaHHble ¢ nomoLbo NN,

MoLueHHNKaM 4oCTaTOYHO KOPOTKUX BUAEO/ayamno ns couceTen, YTodbbl MIMUTUPOBATbL rosoc.

OcobeHHO onacHbl 3BOHKM sikobbl OT pebEéHKa, poauTens, apyra, Konnern unm pykoBoguTens ¢ npocbbom cpo4yHo
nepeBecTn OeHbIN.

[Ouncperik YacTo conpoBOXaaeTCcs NOXOW CBA3bIO, Mayvyem, LUyMOM, CMELLKOW, 3anpeTom nepe3saHnBaThb.

3.3. 3awumTa ot gundeiikos

O EcTtb cemelnHoe KogoBOE CroBO.

O MNpw nobon cpoyHon npocbbe 0 AeHbrax nepe3BaHnBaem no CTapomy U3BECTHOMY HOMEPY.
[0 3agaém npoBepOYHbIV BONPOC, OTBET Ha KOTOPbIA HEMb3S y3HATb U3 COLCETEN.

O He Bepum Bnaeo n ¢oto B opme 6e3 NnpoBepkn oduumanbHbIM KaHaIoM.

O He nybnvkyem nuvilHWe ayamno/BMaeo ¢ rornocom aeten u 6rmskux.

3.4. NMoppenbHble [OKYMEHTbI

CKPUHLLOT yAOCTOBEPEHUS, NpMKa3a, NOCTaHOBMNEHUs, nevaTn unm “nuceMa HaubaHka” B MecceHmkepe He
ABMAETCA AOKa3aTeNbCTBOM.

[okyMeHTbl MOryT 6biTb HAPUCOBAHbI, CKINeeHbl U3 HacTosALWMX 06pa3LoB 1nu creHepupoBaHsl NN.

Ecnu gokymeHT TpebyeT CpOYHO NepeBecTy AeHbrM, Ha3BaTb KoL, YCTAHOBUTb MPUIOXKEHWNE UMM COXPaHUTb BCE B
TanHe — 3TO Npu3HaKk obmaHa.

BJ/1OK 4. baHKOBCKME KapTbl, cH4eTa, nepesoabl U Ha/ZINUHbIE

4.1. Kapta — 3TO He NPOCTO NJIACTUK

KapTa cBsizaHa c BaluMm CHETOM U BaLLEN NIMYHOCTLIO. Bece onepaumm octaBnsaoT cnea.
Mepepaya kapTbl “Ha BpeMsa”, “pOACTBEHHUKY”, “paboTogaTento”, “nokynaTtento”, “KypaTtopy”’ MOXeT NPUBECTU K
GrOKMpPOBKE N paccrnefoBaHUIo.

Oaxe BupTyanbHas kapTa 1 pekBu3nTbl 6e3 hn3nyeckoro nnactTuka MoryT Aatb OCTYN K onepauusim.

4.2. Henb3a

nepeaasaTb KapTy, PekBU3UTbI, oTo kapTel, CVV, MNMUH;
OTKpbIBaTb CYET MM KapTy No npocbbe TpeTbux nuu;

AaBaTb JOCTYN K UHTEPHET-6aHKy 1N aNekTPOHHOMY KOLLENbKY;
nony4artb Yy)kue AeHbr Ha CBOW CHET U NepeBoguTb Aarnblue;
CHMMaTb YyXune aeHbrn B 6aHkomare;

NpoOBOAUTL “TeCTOBbIE” NepeBodbl MO MHCTPYKUMK;
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BO3BpaLllaTh “ownboYHbIN NepeBo” Ha HoOMep/KapTy, KOTOpble Ha3Bas He3HaKoMeL;
Nonb30BaTLCS YY>KOWN KapTol 6e3 NOHATHOrO U JoKa3yeMoro cornacus Brnagensua.

4.3. OwnbouHbIN NepeBogs,

Kak npaBunbHO BEpHYTb OLUIMOOYHO NOCTYNUBLUNE AEHbLIU
He nepeBoauTte aeHbru no npockbe otnpasutens. O6paTtntech B 6aHK Unn kK MobunbHoMy onepatopy. MNycTb
BO3BpaT ohopmnsieTcs opuumarnbHo.

4.4, HanndHbie N Kypbepbl

He nepepaBavite geHbrn, BantoTy, 30M10TO, YKpaLLUEHUS, JOKYMEHThI “Kypbepy BaHka”, “coTpyaHuky mmnuumnn’,
“apnBokaTy pOACTBEHHUKA”.

He nepeBo3uTe HanU4HbIe NO ropoay, CTpaHe MUNu 3a rpaHnLLy No Yy>XOMy 3agaHuio.

He cornawantecs 3abpatb AEHbIM Y NOXUIIONO YenoBeKa U NONOXUTb UX Ha KapTy/KpUNTOKOLLENEK. TO MOXET
ObITb OOHaNUUMBaHWe AeHer XepTBbl MOLLIEHHNYECTBA.

He BbinonHanTe 3agaHusa “nogoviam k 6aHkomary”, “nononHu kapty”, “pasben cymmy Ha yactu”’, “He roBopu
Kaccupy npasgy’.

4.5. be3onacHaa opraHu3auumAa CBOUX AeHer

OCHOBHbIE HAKOMMEHWSA XpaHUTe OTAENbHO OT KapTbl eXeQHEBHbIX PacXodoB.

[Nns MHTepHeT-NOKYNOK UCMOMb3yNTE OTAENBbHYIO KapTy C IMMUTOM.

[ns KpymHbIX CyMM BKMoYavTe AOMONHUTENbHbIE MOATBEMKAEHNS U NMUMUTDI.

He xpaHuTe BCe AeHbrn B ogHom 6aHke/Ha ogHOM KapTe, ecnv 3TO CO34aéT AN Bac PUCK NOMHOW notepu
AocTyna.

PerynsipHo npoBepsiiTe onepauvmn 1 yBeJOMIIEHWS.

B/1IOK 5. Kpeautbl, pacCpovyKkn, MMKPO3aiiMbl U A0NTrOBbIe JIOBYLUKU

5.1. OCHOBHbIEe ONMAaCHOCTH

KpeouT, opopMneHHbIN Ha Bac, 00513aHHOCTb NNaTUTb CO34aéET ANs Bac, a He Afis Toro, KTo “nonpocun nomoyb”.
MoLUeHHWUKM 3acTaBnaoT 0PoOpPMUTb KpeauT “ansa 3awuTbl”, “ong oTMeHb!”, “ana nposepkn”, “anga cneyonepaumn’.
9710 0OMaH.

MuvKpo3amMbl M PacCpPOYKM MOTYT KasaTbCs HEOOMbLUMMU, HO HECKOSBbKO MESKMX AOMroB ObICTPO NpeBpaLLatnTcs B
KPYMHYIO Harpysky.

MepekpeaoutoBaHve 6e3 nnaHa YacTo ycyrybnsaeT cutyaumio.

5.2. Mepep, nobbim KpeagUTom NpoBepbTE

O MNMoHuMato NomnHyo cymMmy nepennaTbl.

O MNnaTtéx He noMaeT MO eXXeMeCsAYHbI DIoaXeT.

O EcTb peseps xoT4 Obl Ha 1-3 MecsAua NnaTexen.

O Kpeaut He odhopmMndaeTcsa nog AaBneHnemM 3BOHALWEro UM 3HakoMoro.
O A He Gepy oeHbrM ANs nepegadv TPeETbEMY NULLY.

OO oroBsop, cTaBka, KOMUCCUN W LWITPadbl MPOYUTAHbI.

O EcTb nnaH, 13 KakMx 4oxonos OyaeT noralleHue.
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5.3. Ecam KpeauT yxKe opopmMunm nog, gaBneHnem

6. He nepeBoauTe nNosiyyeHHble AeHbIM ganbLue.

7. Cpasy cBskntecb ¢ 6aHKOM M COOOLUTE O MOLLEHHNUYECKOM AaBMEHUMN.
8. [Monpocute 3abnoknpoBaTth onepawumm, ecrnv BO3MOXHO.

9. CoxpaHuTe 3anucu, CKPUHLLIOTLI, HOMepa, NEPENCKY.

10. O6patutech B 102 1 noganTe 3asBneHue.

B/1OK 6. Caitbl, ccbinikn, QR-Koabl, npunoxkeHma n Wi- Fi

6.1. dDuwunHr

e  OuWKHIr — nogaenbHas CTpaHuua, KoTopasi cobMpaeT NOrnHbl, NaponK, KOAbl U AaHHbIe KapT.

” " ” o« ~ LT

o Ccbinka MOXeT nNpunTn oT “6aHka”, “novtsl”, “aoctaBkun”, “Hanoroson”, “mapkeTnnenca’, “npogasua’,
“paboToparens’.

e Aapec canta MOXeT OTNMYaTbCsa OAHOM BYKBOW, NMULIHUM AedUCOM, CTPAHHON 30HOW AOMEHA UM MOXOXNM
Ha3BaHUEM.

6.2. QR-puwnHr

e QR-KoO MOXET BECTU Ky[a YrogHo: Ha onnaTty, (panbLlUMBBIN CalT, YCTAHOBKY MPUITOXEHMWS, NOAMNNCKY, NEPEBOS
OeHer.

¢ OnacHbl QR-ko4bl Ha Haknenkax B nogbe3fax, TpaHcnopTe, Ha 06bsABNEHMsAX, “WwTpadax”, nMcbmax, Nocbisikax, B
yarax.

e [locne ckaHMpoBaHWsI BCerga CMOTPUTE agpec canTta 4o BBOAA AaHHbIX.

e Ecnu QR-kog npocut BBecTu kapty, CVV, kog n3 SMS unu naponbs — OCTaHOBMUTECH.

6.3. MogpenbHble NPUNOXKEHUA U YAANEHHDIN A0CTYN

e  @ann APK, npucnaHHbIi B YaT, MOXeT ObiTb BUPYCOM.
e [lpunoxeHune yganéHHoOro AocTyna no3sonsdeT BUAEeTb 9KpaH 1 ynpasnsaTb YCTPONCTBOM.
e [lemoHcCTpauusi akpaHa BO Bpems Bxofa B 6aHk MoxeT packpbiTb 6anaHc, SMS, push-koabl n onepauuu.

"« ”

e baHk He TpebyeT yctaHaBnmeaTtb AnyDesk, TeamViewer, “3awntHeii Moayne”, “aHtusmpyc MBL”, “npunoxexune
npoBepKn”.

6.4. Npasuna undpposoii 6esonacHocTH
O OTkpbiBato HaHK TONBKO Yepes oumumansHoe NPUNoOXeHWEe UN BPYYHYO BBEOEHHbIV afgpec.
[0 He nepexoxy no ccbifnikaM M3 nogo3puteneHbix SMS, nucem n vyaTtos.
O lMNpoBepsto oOMeH canTa nepes BBOAOM AaHHbIX.
O He ycTaHaBnueaw NpunoxeHus BHe odulmanbHblX Mara3avHoB 6e3 Heo6XoauMOCTH 1 MPOBEPKMU.
O He ncnonbayto nybnuyHbin Wi- Fi gna 6aHkoBckux onepaumii 6e3 3awmThbl.
O PerynsipHo obHoBnsAo TenedgoH, 6paysep, 6aHKOBCKME NPUMNOXKEHNS.
O Ypanso npunoxeHusi, KOTOPbIMU He MOSb3YHCh.

0 He nogTteepxagato HeoxuaaHHble push-3anpockl Ha BXxoa,.
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BJ/1IOK 7. Maponu, nouta, mecceHAXepbl U aKKAYHTbI

7.1. Nouyemy nouyta 0ocob6eHHO BaXKHa

e Uepes aMeKTPOHHYIO MNOYTY YacTO BOCCTaHaBNMBAIOT Naponu oT 6aHka, colceTei, MapKeTnnencos, rocycnyr u
paboyrx CEpBMCOB.

e ECnv MOLLIEHHUK MOMNy4nn OOCTYM K NMoYTe, OH MOXET MEHSATb Maponu, YuTaTb Yeku, HAXOAUTb AOKYMEHTHI,
y3HaBaTb BalLW KOHTAKTbI.

e [louyTa OOMmKHA MMETb CaMblii CUIbHBIV MapPOSib U ABYX(AKTOPHYIO 3aLLuTy.

7.2. NpaBuna naponeu

e He ucnonb3ynte oguH naponke 4518 pa3HbiX CEPBUCOB.

e He ucnonb3ynte gaTy poxaeHus, uMs, HoMep TenedoHa, KNnyKy nutoMua.

e Jlyywe anuHHas naponbHas gpasa, Yem KOPOTKUA CIOXKHbIA Naponb.

e XpaHuTe Naponu B MeHemkepe naponewn unm B opyrom 6e3onacHoM MecTe, a He B 3aMeTkax 6e3 3alnThbl.
¢ MeHsviTe naponb cpady, ecnu ObiiT NOAO3PUTENbHBIN BXO4 UIN yTeYKa.

7.3. MecceHAaXepbl

e He coobwanTte kog Bxoga B Telegram/Viber/WhatsApp. 310 paBHO nepegaye akkayHTa.

e  BknounTe AByX3TanHylo NPOBEPKY B MeCCeHOXepax.

e [IpoBepsViTe akTUBHbIE YCTPONCTBA U 3aBepLuariTe HE3HAKOMble CECCUM.

e Ecnu akkayHT B3nomanu, npegynpeanTte KOHTaKTbl: OT Ballero UMeHN MOryT MPOCUTb AEHbIW.

B/IOK 8. UHTepHeT-NOKYNKKU, 06bABNEHNA U [0CTaBKa

8.1. pe yawe obmaHbIBalOT

e couceTu u MecceHaxepbl 6e3 ouumanbHOM NOLLAAKY;
e 00bABMNEHUS C OYEHb HU3KOM LEHON;

e  CTPaHULbI-KMOHbI U3BECTHbIX MarasuHoB;

e nogaenbHble Cnyx0Obl 4OCTaBKK;

e (panbwmeas “6esonacHas caenka’;

e pepgonnara 3a ToBap, KOTOPOro HET;

e BO3BparT AeHer yepes “CCbINKy Ha nonyyeHue”.

8.2. Yto Henb3a genatb NOKynaTtento

e  BBOAWTb [aHHbIE KapTbl MO CCbIfIKE OT NPOAAaBLa;

e coobwaTb kogbl U3 SMS ansa “nonyyeHunsa geHer’;

e MnepeBOAWTbL NpeaonnaTty HesHakomuy 6e3 NpoBepKy;

e yXOOUTb U3 0PULManbLHOro YaTa NioLaaku B MECCEHIKEP, ECMNY NNoLwaaka npegynpexaaet 06 onacHocTy;
e  BEpUTb CKPUHLLOTY nacnopTa NpoAaBLa Kak rapaHTuM — LOKYMEHTbI TOXe MOoAAenNbIBatoT.

8.3. Yto Henb3a genatb npoaasLy

e MepexoauTb MO CChbINKe “NoNyyYnTb onnaTy” OT NoKynaTens;

e  BBOAWTb AaHHble kapTbl, CVV n SMS-kog anga saumcneHus OeHer;

e OTNpaBnATb TOBap A0 NOATBEPXAEHHOW onnaTbl B 6@30nacHOM KaHarne;
e coobLaTb NOKynaTenio fMLWHNE NepcoHarnbHble AaHHbIE;

e CKauuBaTb “NpunoXxeHue gocTaBkn” U3 YaTa.
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8.4. be3onacHasa NoOKyrnka

O Mpoeepsto npoaasua, 0T3bIBbl, AaTy CO34aHUS akKayHTa.

O CpaBHuBalo LEHY C PbIHKOM.

O Wcnonbayto oduumanbHble cnocobbl onnaThl MAOLLaaKK.

O He BBoxy CVV/CVC 1 SMS-koabl Anst Nony4YyeHns aeHer.

[0 CoxpaHsto nepenucky, Yekn, 00bABNEHNS U TpeK-HOMepa.

O Mpu comHeHnn BbIOMpato onnaTty Npv NonyyYeHny Unm nM4Hyio BCTpedvy B 6e3onacHom mecTe.

B/IOK 9. YpanéHHan paboTta n BakaHcum

9.1. KaK BbIrnaauT onacHaa BakaHcUsA

®pas3a B BakaHCUM
“Bes onbiTa, 5002000 py6nen B AeHb, 10
MUHYT”

| OnacHocTb

BeposaTHO, He3akoHHas cxema unm obmaH.

Yto menaTtb
He oTknukaTtbCs, NpoBEpUTL KOMNAHMIO.

“Hy>XHO NpUHMMaTb AeHbIN Ha KapTy U
oTnpaBnATb ganblue”

[ponnepcTBo/TpaH3UT AeHer.

OTkasaTbCs.

“OcopmuTte KapTy/KoLIENEK/akkayHT, Mbl
6yanem nonb3oBaTbcs”

Mepepaya poctyna K hHaHCOBOMY
VHCTPYMEHTY.

He odopmnaTs.

“KynuTe KpunTy Ha AeHbrM KnueHTa”

B0O3MOXHbIN BbIBOA NPECTYMHbIX AEHEr 1
HapyLleHve NpaBmn onepaunin ¢ ToOKeHamu.

He yyactBoBaThb.

“‘Onnatute
06y4deHune/cTpaxoBky/Bepudmrkaumo”

BbiMaHuBaHve npegonnartbl.

MpoBepuTb LOrOBOP, HE MNAaTUTL
COMHUTESbHLIM NnLaM.

“Ckavanite NpunoxeHue He u3 marasvHa”

Pwuck BupycalyganéHHoro gocryna.

He ckaumnBartsb.

“HyxeH nacnopt B YaT go cobecenoBaHms”

Puck KpaXu nepcoHanbHbIX OaHHbIX.

YTOYHUTb 3aKOHHOE OCHOBaHME,
npoBepaTb paboToaartens.

9.2. KaKk npoBseputb paborogarens

0 EcTb nonHoe Ha3BaHWe opraHusauuun, YHI, cant, agpec, TenedoH.

O KoHTakTkl coBrnagatoT ¢ oduumarnsH

bIMWN NCTOYHUKaMMW.

O NoroBop NOHATEH: OOIMKHOCTb, 0693aHHOCTK, onnarta, CpOKMU.

OHet ﬂpOCb6bI MCNoNb30BaThb JIMYHYK KapTy AOnd YyXux nepesooB.

O Het TpeboBaHust NNaTuTb 3a TPYAOYCTPOMCTBO.

O CoGecefjoBaHUe NPOXOAUT B HOpManbHOM AEMOBOM (hOpMaTe, a He TOSbKO B aHOHMMHOM Yare.

0 3agaHus He cBsi3aHbl ¢ 0OMaHOM noaen, nepeBogamm AeHer, 06Xo40M NpaBuI NIIoLWaaoK.

B/1OK 10. “BbicTpble 3apaboTku”, KOTopble MOryT KapaTtbca 3akoHom Pb

Camoe BaxHoe

Hes3HaHne Bcen cxemMbl He Bcerga cnacaeT. Ecnu Bbl ganum KapTy, NPUHANN OEeHbIN, CHANN HallM4Hbl€, OTHECIN
nakeT U nNomMornun CKpbiTb crneabl, Ballin nencTeus MOryT oUeHMBaTbCA Kak y4actme ninnm nomMmollb.
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10.1. AponnepcTBO

e [lponnepcTBO — UCNONb30BaHUE KapTbl, CHETA, ANEKTPOHHOro Kowenbka, SIM-kapTbl, akkayHTa UM JOKYMEHTOB
yenoBeka Ansi NepeBoAa, XpaHeHUs1, OOHanNM4MBaHUs UK BbIBOAA YYXKUX OEHET.

e YacTo BOBMNEKAIOT LUKOMbHWUKOB, CTYAEHTOB, 6€3paboTHbIX, NoXunbix niogen: obeluarT HebonbLuoe
BO3HarpaxgeHue 1 roBopsiT, YTo “Hn4Yero genatb He Hago’.

e TunmnyHble ponu: OTKPbITb KapTy; Nnepeaatb PEKBU3UTbI; MPUHATbL NEPEBOL; CHATb HanMYHbIE; KyNUTb
KpunToBantoTy; nepecnartb AeHbrn; oopMuTb SIM Unu akkayHT; NponTn BepudmKaLmo NULIOM.

MpusHaku apon-cxembl

e MMaTAT 32 OTKPbITME KapTbl UMK CYETA;

e npocAT npucnatb ©OTO KapThl, NAcnopT, cendwu, NornH/naponsb;
e obeLllaloT NPOLEHT 3a NepeBoabl;

e  3anpeLLaloT pacckasbiBaTb HaHKy HACTOSLLYIO Lenb onepauui;

e  MpOCAT ApOOUTb CYyMMBI;

e  TOBOpPSAT “ecrnu cnpocaT — 3To Aonr/nokynka/3apnnara’;

e [1eHbIM NPUXOAST OT pasHbIX Moaen 1 ObICTPO yXOa4aT AarbLue.

Pucku no 3akoHy

e B PbE npegycmoTpeHa agMmnHMCTpaTMBHasa OTBETCTBEHHOCTL 3@ HE3aKOHHOE NpeocTaBlieHne PeKBU3NTOB
NNaTéXHbIX 4OKYMEHTOB U3 KOPbICTHbLIX NOByxaeHun (opneHTup: cT. 12.35 KoAll).

e HesakoHHbI 060pOT NNATEXHBLIX MHCTPYMEHTOB, CPEACTB Mnnartexa U NX PEKBU3UTOB MOXET BMeYb YrONOBHYO
OTBETCTBEHHOCTb (OpueHTup: ct. 222 YK).

e Ecnu yepes kapTy NpoxoasT AeHbIM OT MOLLEHHMYECTBA, MOTYT BO3HMKATb BOMPOCHI O COy4acTuu,
nocobHu4yecTBe, neranusauumn NPeCcTynHbIX JOXOA0B U MHbIX COCTaBaXx.

e baHk moxeT 3abnoknpoBaTb KapTy, CHET, onepaumu 1 3anpocuTb 06bACHEHMS. PenyTaunoHHble nocneacTBus
MoryT MewlaTtb y4ébe, paboTe, kpegutam.

10.2. 3aKnagumKm, Kypbepbl U “nocbinkun”

LIS ” oo ” o« ” o

o [IpeonoxeHus “3abpatb nakeT”, “nonoxuTb B TanHuk”, “caenatb PoTo MecTa”, “nepedatb NOCLINKY”, “HUYero He
cnpawmBaTb” MOryT ObITb CBSA3aHbl C HE3aKOHHBIM 060POTOM HAPKOTUKOB.

¢ OnacHbl He TONbKO caMu 3aknagku. Puck co3galoT ynakoBka, XpaHeHune, nepeBoska, nepecoifka, nepegaya
koopauHaT, (POTOOTYETLI, aAMUHUCTPMPOBAHWE Mara3uHa, peknamMa kaHana.

e  ®pasbl “Tbl HECOBEPLUEHHONETHUI — HMYEro He ByaeT”, “TaM He HapKOTUKK®, “Tbl NPOCTO Kypbep” — MOXHOoe
YCNOKOEHuUe.

PucKM no 3aKoHy

e He3akoHHbIV 0O60POT HAPKOTMYECKNX CPEACTB, NMCUXOTPOMHbIX BELLECTB, X MPEKYPCOPOB 1 aHanoros
npecnepyetca no YK PB (opueHTtup: cT. 328).

e [lo oTAenbHbIM COCTaBaM, CBSA3aHHBIM CO CObITOM, YrofloBHasi OTBETCTBEHHOCTb BO3MOXHa C 14 neT.

e [Mocnepcteusi MOryT BbITh KparHe TSXKENBIMU: CYAMMOCTb, NuieHne cBoboapl, npobnemsbl ¢ y4ébon, paboTton,
ceMbén 1 bygyLum.

10.3. Kypbepbl HaAMYHbIX

o “3abepwu geHbru y knveHTa”, “nepedan naket”’, “nonoxu B 6aHkoMar”, “nofyymn NnpoueHT” — 3TO MOXET ObITb YacTb
MOLLEHHMYECTBA MPOTUB NOXMUIbIX NOAEN UNN OPYIUX XKEPTB.

e Kypbep yacTto BMaeH Ha kKaMmepax, OCTaBMnsieT MapLUpyT, TernedoH, nepenncky, 6aHKoBCcKMe onepauun.
OpraHu3aTopbl OCTalTCH B TEHU, @ Kypbep CTaHOBUTCS NEPBbLIM, KOrO HAXOasT.

e Henb3s cornawaTtbesa gaxe “oauH pas’.
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10.4. Kpunto-nepeBopabl “gna knneHta”

Cxema: Ha Bally KapTy NpUXoadaT AeHbri, Bbl NOKYNaeTe TOKEHbI/KPUNTOBANOTY U NepeBoauTe Ha YyKoun
KOLLEenéxk.

Vnn HaobopoT: Bbl NpUHMMAaETE KPUMNTOBANIOTY U NepeBoanTe Genopycckne pybnu/BantoTy Ha Yyxue KapThbl.
Takve onepauum MOryT UCNONb30BaTLCH ANSA BbIBOAA MOXMLLEHHbIX AeHer U 06xo4a KOHTpOn4.

B PB onepauunu ¢ undposbiMr 3HakaM1 UMEIOT cneyunansHble npasuna. HapyweHus MoryT Bneyb
a4MVHUCTPATMBHYIO, HANOrOBYHO U MHYK OTBETCTBEHHOCTb (OpueHTup: cT. 12.36 KoAlrl, cT. 13.3 KoAll, HanoroBkle
HOPMbl — MO cUTyaLun).

10.5. Mpopaxka akKayHToB, SIM-KapT, 9/1eKTPOHHbIX KOLWENbKOB

AKkayHT, 0cDOPMIIEHHbIV Ha Bac, MOTYT MUCMONb30BaTh AN 06MaHa niofeil, pacchlnkv dULMHIa, permctTpauum
KOLLENbKOB, BbIBOAA AEHEr, Yrpo3 1 LWaHTaxa.

SIM-KapTa MOXeT UCMONb30BaThLCS AN NOATBEPXKAEHMS onepaLvii, perucTpauuy akkayHToOB 1 NosyYyeHusi KOOoB.
Ecnu akkayHT CBSi3aH C BalLMM HOMEPOM, AOKYMEHTaMM1 UMK fMLIOM, BONPOCH! MPUAYT K BaM.

He nponaBaiiTte 1 He nepepaaBaiTe AOCTYNbl Aaxe 3a HEGOSbLUYIO CyMMY.

10.6. PukTuBHbIE UM, PupMbl U “HOMUHANBHDBINA gupeKTop”

MpeanoxeHune “otkpon UIM/OO0, Mbl BCE caenaeM, Tebe NpPoLEHT” onacHo.

Ha ochopmneHHoe Ha Bac NULO MOryT NOBECUTL JONTU, HANOMM, HE3aKOHHbIE onepauun, (UKTUBHbIE COENKMU,
BbIBOA AEHET.

Henb3s noanucbiBaTh JOKYMEHTbI, AOrOBOPbI, 4OBEPEHHOCTM U BAaHKOBCKMUE 3asiBIEHNSI, ECIN Bbl HE NMOHUMaeTe
peanbHOl OeATeNbHOCTU.

10.7. PuwmHrosble 3agaHua 1 “pabora oneparopom”

VHorga npegnaratoT nucaTth JI0AsiM M0 rOTOBOMY TEKCTY, pa3MeLlaTb 0O0bABNEHNs, AenaTb CalTbl-KMOHbI,
063BaHMBaTb “KNNEHTOB”, cobupaTtb Koabl, NPOBEPATL KapThl.

[axe ecnu Bbl “TONbKO NepenuncbiBannch”, 3To MOXeT ObiTb YacTb MOLLEHHUYECTBA.

He BbINONHANTE 3agaHuns, rAe HY>KHO BBOAWTL MNoAeN B 3abnyxaeHune, ckpbiBaTb NpaBay, coovpaTtb AaHHbIE KapT
N Koabl.

10.8. Peknama He3aKOHHbIX KaHanoB

Packneiika QR-kogoB, rpaduTti, nydnmkaumsi CCbifoK, penocTbl, NPUBEYEHUE MIOAEN B 3aKPbIThle KaHanbl
MOryT ObITb He 6e306MaHON peknamoi.

Ecnu kaHan cBa3aH ¢ HAapKOTUKaMM1, MOLLEHHWYECTBOM, (PULLMHIOM, HE3AaKOHHLIMU CTaBKaMu UM NPOLaXewn
OaHHbIX, PacnpOCTPaHUTENb TaKkKe PUCKYET.

He peknamupyiite T0, Yero He NMOHMMAaETE M YTO CKPbIBAET BraferbLeB.

10.9. KaK oTKa3aTbcA U 3alUTUTb cebna

11
12
13
14
15
16

. He Bctynaiite B cnop ¢ “kypatopom”. KopoTko: “He uHTepecHo”.

. He otnpaBnsaiite gokymeHThl, kKapTy, cendwu, agpec.

. CoenanTe CKpUHLIOTLI NPEAIOXKEHUS, HAKHEMA, CChINKKU, HOMepa.

. 3abnokMpynTe KOHTAKT.

. Ecnn yrpoxatoT — coobLuTe B3pocnbIM, agMUHUCTPaLnm y4ebHoro 3aBefeHus, B 102.

. Ecnn yxe nepeganu gaHHble — CpoYvHO obpaTtutech B 6aHK, 3abroKUMpynTe KapTy U CMEHUTE Naposn.
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B/1OK 11. UHBecTULUMKU, PMHAHCOBbIE NUPAMUADI, CTABKMU U “rapaHTUPOBAHHbIN

poxoa”

11.1. KpacHble ¢naru

obeLuatoT BbICOKMIN foxon 6e3 pucka;

naBaAT: “MecT ocTtanocb Mano”, “Bxo TONbKO ceroaHs”;

NpPOCAT NpUBMeYb APY3en U POACTBEHHUKOB;

He 0ObACHAIT, OTkyaa 6epéTtcs npubbInNe;

OEeHbIV NEPEBOAATCA Ha NIMYHYIO KapTy, KPMNTOKOLLENEK UMK Yepe3 aHOHUMHBINA CEPBUC;
“aHannTuK” npocuT yctaHoBUTL AnyDesk/TeamViewer nnm nokasaTtb 3KpaH;

Ons BbiBoAa Npubbinun TpebyoT onnaTuTb Hamor, KOMUCCKID, CTPaxoBKy, Bepudurkaumio;

npennararT B3ATb KpeauT OanA WHBECTULMN.

11.2. Mupamuabl U NnceBAOUHBECTULUN

Mupammnga NnNaTuT cTapbiM y4acTHUKAM 3a CHET HOBbLIX, @ HE 3a CHET pearnbHO NPUbLINN.

Moka geHbr NocTynatoT, KaxeTcs, UTo BCE paboTaeT. Korga NnoTok HOBLIX Y4aCTHUMKOB 3akaHYMBaETCS, Bbinnathbl
npekpaLlaTCs.

PaHHWMI “ycnelHbi BbIBO4” YacTo AenaroT cneumanbHo, YToObl YenoBek BHEC BonbLUe Uy NpUBEN BNN3KKX.

He BknagpiBarTe OeHbIW, eCinv He NOHUMaeTe NPOAYKT, PUCKK, topuanveckoe nuuo, 4oroBop 1 cnocob BbiBOAA.

11.3. CtraBKu, Ka3nHo, “aoroBopHbie matun”

“100% nporHo3”, “goroBopHorn maTy”, “60T 0ObIrpbIBAET KA3MHO” — TUMUYHBIE NPUMAHKW.
CHayvana MoryT nokasaTb MarneHbKyto NpubbInb, MOTOM MONPOCUTL MONOMHUTE GonbLue.
A3apT 1 xenaHue oTbirpaTbCa NPUBOAAT K JONraMm.

Henb3sa 6paTtb kpeauThl, NpogaBaTh BELW NN 3aHNUMATb AEHbIV A118 CTaBOK.

BJ/1OK 12. J/InyHble AaHHble, AOKYMEHTbl U NPUBATHOCTb

12.1. Noyemy NnYHbIE AaHHbIE LLEeHHbI

Mo AaHHBIM 13 coLceTen MOLLEHHUK MOXKET caenaTb 3BOHOK yoeanTeNbHbIM: Ha3BaTb LUKONY, POACTBEHHUKOB,
Noe3aKu, NMOKYMKK1, MecTo paboTsbl.

doTo nacrnopTa MOXET UCMONbL30BATLCA AN PErMCTpaLnM akkayHTOB, NOMbITOK NMOMYYEHUs YCRyr, WaHTaxa.
Homep TenedoHa 1 AaTta poXAeHUsi MOMOratoT BOCCTaHaBNMBaTb AOCTYMbI M NOAGUPAaTL OTBETHI HA CEKPETHbIE
BOMPOCHI.

12.2. Yto He nybanKOBaTb

nacnopT, BOOUTENbCKOE YAOCTOBEPEHUNE, CTYAEHUYECKNA/yHEeHNYECKNA OUNeT ¢ AaHHbIMU;
GaHKoBCKMe KapThl, Yekn ¢ QR-kogamu, 6uneTtbl, NOCag0YHbIE TaIOHbI;

agpec NpoXunBaHusi, rpadnk oTCYTCTBUSA AOMa;

OTO AeTer C NPUBA3KON K LLKOMNE, CEKUUU, MapLUPYTY;

MHOrO ayamo 1 BUOEO C roflocoM, eCin B 3TOM HET HEOOXOAMMOCTY;

OOKYMEHTbI 0 [OX0AaX, KpeanTax, HeABMXKXMMOCTU, HacneacTBe.

12.3. MNpu oTnpasKe AOKYMEHTOB

O MoHumato, KoMy OTNPaBnAl U 3a4eM.
O EcTb odmumanbHbI kKaHan unn 3awméHHbIA KabuHeT.

O MoxHo 3aKpbITb JIUWWHWE OAaHHble, €ClT OHU HEe HYXXHbI.
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[0 Ha konun moxHo Hanucatb Lenb 1 gaty: “Tonbko gns ...".
O He oTtnpaBnsto AOKYMEHTbI B @HOHUMHbIW YaT UM HEU3BECTHOMY paboToaaTento.

O CoxpaHsito fokasaTenbCcTBa nepeaayn n ycnosus o6paboTku AaHHbIX.

BJIOK 13. leTn, NOAPOCTKU U LUKOJIbHUKMU

13.1. FnaBHble PUCKKU ANA LUKONbHUKOB

e nowuck “nérkoro 3apabotka” B Telegram u TikTok;

e epegava KapTbl NN akKayHTa 3a AeHbIK;

e y4yacTue B nepeBoAax, 0bHaNMYnMBaHuW, KpUNTO-onepaLmnsx;

e  3aKnagku u “kypbepckue” 3agaHus;

e  CKauMBaHue NpUMOoXeHWUN U Urp U3 COMHUTENBHBLIX UCTOYHUKOB;
®  MOKYMKMX B Urpax, CKNHbI, OHATbI, anbLUMBbIe PO3bIrpbILLN;

e  LUAHTaX MHTUMHbLIMW (POTO UMK NEePENnNCKON;

e  B3IIOM aKKayHTOB Apy3el U NpocbObl 0 NepeBoaax.

13.2. NpocTble NpaBuaa ANA WKONAbHUKA

Ecnu cTpallHoO cKa3aTb poauTensam
CKaXXu yYnUTEnHo, LLKONIbHOMY MCUXOJIOrY, KNacCHOMY PyKOBOAWTENO, CTapLleMy pOACTBEHHMUKY UK ApYroMy
B3pPOCMOMY, KOTOpOMY AoBepsielb. MonyaHve noyTy Bcerga aenaet npobnemy xyxe.

He HasbiBan kogbl n3 SMS n push Hukomy, gaxe apyry.

He paean kapty, TenecoH, SIM-kapTy, akkayHT, naponb.

He npvHuman geHbrv Ha CBOIO KapTy Ans apyrux.

He 6epu nakeTbl U NOCLINKK Y HE3HAKOMBbIX JTHOLEN.

He xoau no agpecam no 3agaHusaM 13 vata.

e He ycTtaHaBnuBa NpUNoXeHUs no ccolnke “kypartopa’”.

e He otnpasnsan poto nacnopra, kKapTbl, N1La C JOKYMEHTOM.

Ecnu npegnaratoT 6bICTpble AeHbIM — NOKaXW B3POCMbIM A0 OTBEeTa.

13.3. Poautenam u neparoram

e He orpaHnumnBaiTech ppason “He obuiancs ¢ MoleHHUkamn”. Pa3bepnte KOHKPETHbIE COOBLLIEHMS U MPUMEPBI.
[oroBoputech: pebEHOK MOXET NpUIATK ¢ Ntoboli ownbko 6e3 HeMeaneHHoro HakasaHus. CHavana
B6e3onacHoCTb, MOTOM pa3bop.

HacTpowite nuMuTbl Ha AETCKOW KapTe U yBEOOMITEHWUSI POAUTENHO.

MpoBepsnTe NPUNOXEHNS, MOAMUCKA, aKTUBHbIE CECCUN, NPUBSA3aHHbIE KapTbl.

O6bsicHMTE NpaBoBbLIEe NOCMNEACTBUS ApONNepcTBa U 3aknagok NpoCTbIMU CrIoBaMMU.

Pa3bepuTe, 4TO “A NpOCTO NOMOr” He O3HA4YaEeT “s He oTBevalo”.

BJ/IOK 14. MNokunbie poacTBEHHUKU

14.1. NMoyemy noxunblie NOAUN B 30HE PUCKA

e MoLleHHMKN NCNONB3YIOT YBaXeHue K “oduumnansHbIM opraHam”, CTpax 3a AeTeln U BHYKOB, JOBEPUE K 3BOHKAM.
e [Moxunoro YyenoBeka MOTyT OO AepXKaTb HA NIMHWUM, He faBasi MO3BOHUTb CEMbE.

LIS LTS

e YacTo MCnonb3yT KypbepoB, HannyHble, “3ameny geHer”, “npoeepky kynop”, “OTI pogcTBeHHMKA”.
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14.2. lomawHMe npasuna

O Ha BnaHoM MecTe 3anucaHbl TenedoHbl AeTen/BHykoB, 6aHka 1 102.

O EcTb NpaBunio: HannyHble HUKOMY He nepedasaTtb 6€3 3BOHKa POACTBEHHUKY.
O EcTb kofoBOE CrOBO CEMbW.

O KpynHble nepeBodbl N CHATME HaNMYHbIX 0BCYXAaloTcsa ¢ 6IM3KMM YENOBEKOM.
O Ha kapTe ycTaHOBMEHbI MMMUTLI U YBEOAOMIEHUS.

O MNoxwunoi poaCTBEHHWK 3HAET: 6aHK U MUMMUUS He NPUCLINatoT Kypbepa 3a AeHbramu.

14.3. Y10 CcKa3aTb NOXKUAOMY Ye/I0BEKY NPOCTbIMU C/I0BaMMU

“Ecnun 3BOHAT 1 NyratoT — knagu Tpyoky. XopoLumii COTPYAHNK He 0OMANTCS, MOLLEHHMK OyaeT AaBuTh”.
“Kog n3 SMS — kak kntoy oT kBapTupbl. Ero Henb3a gaBatb gaxe paboTHWMKY 6aHka”.

“BesonacHbix cyeToB no TenedgoHy He ObiBaeT”.

“Ecnu roBopsAT, 4TO BHYK nonan B 6eay, cHa4ana no3BOHM BHYKY UK Ham”.

“Kypbep 3a geHbramm ot 6aHka unum Mmnmumm — 310 obmaH”.

B/1OK 15. /lnuHbin 6108KeT, pacxoabl U cbepexkeHna

15.1. 3auem 31O OTHOCUTCA K Be3onacHOCTU

Yenoeek 0e3 y4éTa aeHer valle 6epET cpoYHble KpeauTbl, BepUT “ObICTpbIM 3apaboTkamM” 1 CrioxxHee 3amevaeT
cnucaHus.

®PuHaHcoBas NoayLLKa NOMoraeT He NPUHMMAaTb ONacHbIE PELUEHUSA U3-32 HEXBATKN LEHET.

[MoHMMaHMe pacxoaoB CHUXXAET PUCK JOSNTOBOW MOBYLLKN.

15.2. Pacxoapbl

Beawnte y4€T x0Ts Obl MO KPYNHLIM KaTeropmam: obsizaTenbHble NNaTexu, eaa, TPaHCNopT, CBA3b, 340POBbLE,
oby4yeHue, pasBneyeHnsi, 4OMArM, HaKOMMeHUs.

MpoBepsariTe NOANUCKN N aBTOMNNATEXN.

Mepen kpynHou nokynkon 6epute naysy 24 yaca.

CpaBHuBaiTe LeHy, rapaHTuio, AOCTaBKy M YCNOBWUsi BO3BpaTa.

He nokynainTte “Ha amouumax” nocrne peknambl, CTpecca unu gasneHnsa npogasua.

15.3. NoaywkKa 6e3onacHocTn

MuHMManbHas Lenb — cyMmMa Ha 1 Mecsl o6s13aTenbHbIX pacxodoB. Xopoluasi Lefb — 3—6 MecsLeB.
XpaHuTe pe3epB OTAENbHO OT eXXeQHEBHOMN KapThbl.

He BknaabiBaiTe nNoAyLwKy B PUCKOBaHHbIE MHCTPYMEHTHI.

MononHsinTe pe3eps cpa3sy nocre Aoxoaa.

Wcnonb3yiiTe pe3epB TONbKO AN peanbHbiX HenpeaBUaAEHHbIX CUTyaLWiA.

15.4. NhaHupoBaHue Leneu

O Llenb 3anncaHa KOHKPETHO: YTO, CyMMa, CPOK.
O MoHATeH exemecsaYHbIN B3HOC.
O [deHbru Ha uernb oTAeneHbl OT eXXeQHEBHbIX Tpar.

O Llenb nepecmaTpuBaeTcs pa3 B 3—6 mecsLeB.
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[0 PuckoBaHHbIE BIIOXEHUSA HE 3aMEHSIOT HAaKOMNMEHNs Ha BaXKHble Lienn.

B/1OK 16. Yto genatb, ecnm owmnbKa yKe npomsoLuna

He ypananTte pokasarenbcTBa
CKpI/IHLIJOTbI, HOMepPa, CCbIJIKKU, YEKN, 3anncn 3BOHKOB, HMKHeVIMbI, afpeca KowesbKkoB M nepenncka MoryT ObITb
BaXXHbl ANd 6aHKka u npaBooxpaHMTeneVl.

16.1. Coobwmnu Koa, napoib UK AaHHbIE KapTbl

17. Cpasy 3abnokupyite KapTy Yepes NpuroXeHne unu ropsayyo nuHuio daxka.

18. CmeHuTe naponb oT 6aHka, NoYTbl, MECCEHIKEPOB 1 COoLCETEN.

19. 3aBepLunTe BCE aKTMBHbIE CECCMN HA HEU3BECTHbIX YCTPOMCTBAX.

20. lMpoBepbTe, He fOGABMNEHbI M HOBbIE YCTPONCTBA, HOMEpPA, KapTbl, JOBEPEHHbIE NOyYaTenu.
21. MNo3BoHUTe B OaHK 1 3admKcupyinTe obpalleHme.

22. Obpatuteck B 102, ecnu ecTb cnvcaHue, NoNbITKAa KpeauTa, yrpo3bl UM BOBMEYEHWE B CXEMY.

16.2. NepeBenu geHbru

23. lNMosBoHuTe B 6aHK HeMeaneHHo. CnpocuTe 0 BO3MOXXHOCTW OCTaHOBKW, BO3BpaTa unn ocnapveaHus onepauum.
24. CoxpaHuTe YeK 1 peKBU3UTbI nonyyartens.

25. CoenanTe CKPUHLIOTBI MEPENnUCKK, CCbINKK, Npoduns, HoMepa TenedoHa.

26. NopanTe 3agABneHne B MUNULINIO.

27. MNpepynpeaute 6AU3KMX: MOLLEHHWKN MOTYT UCNOSMb30BaTh BalUW KOHTaKTbI.

16.3. MNepepanu KapTy MU PpeKBU3UTDI

28. 3abnokupyiiTe kKapTy U AOCTYN K CHETY.

29. CoobwmTe B 6aHK, YTO PEKBMU3UTLI MO NOMNacTb TPETLUM fMLAM.

30. CmeHuTe naponu 1 NpoBepbTe aKTMBHbIE YCTPOMCTBA.

31. He nbiTantech “gOroBopntbCcA” C KypaToOpoOM U HE BbIMOSHANTE HOBbIE 3a4aHus.

32. Ecnu 6binn onepaunn — coxpaHuTe nctoputo 1 obpatmuTecs 3a npaBoBor nomoLso/B 102.

16.4. YcTaHOBUAM NOA03PUTE/NIBHOE NPUNOKEHUE

33. OTKM4YNTE NHTEPHET Ha YCTPONCTBE.

34. C gpyroro ycTponcTBa CMEHUTE BaXkHble NapOu.

35. 3abnokmpynTe kapTbl 1 MO3BOHUTE B DaHK.

36. Yganute npunoxeHue. Ecnu ectb coMHeHnss — obpaTtuteck K cneunanncty unm copocbTe YCTPOWCTBO nocre
COXpaHeHnA OaHHbIX.

37. MNpoBepbTe NepeagpecaLmio 3BoHKOB/SMS n HacTporiku SIM.

16.5. Pe6éHoOK nonan B cxemy

38. CHayvana octaHoBMTe JanbHellwmne AeNCTBUS: KapThbl, YaTbl, BCTPEYN, NepeBobl.

39. He kpuumTe 1 He 3acTaBnsanTe yaanaTb Nepenucky.

40. CoxpaHuTe gokasaTenbcrsa.

41. Cesxutecb ¢ 6aHKOM, €CNv UCMONb30BanNMNCh KapTbl/cyeTa.

42. ObpaTuTech 3a KOHCYNbTauUMewn K OPUCTY WK B NPaBOOXPaHUTENbHbIE OpraHbl, 0COOEHHO Mpu yrpo3ax,
HapKoTuMKax, nepeBogax AeHer.

43. CoobwuTe Wkone, ecrnv BOBEYEHME LLIMO Yepe3 YYEHUKOB UMK LUKOSIbHbIE YaTbl.
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B/IOK 17. ExXeaHeBHble, eXXeMeCAUYHble U ceMelHble YeK-/IUCTbI

17.1. ExxegHeBHO

O He nepexoxy nNo Nogo3putesbHbIM CChiNkam.

[0 He Ha3sbIBalo koAbl 1 Naponu.

O MpoBepsito HeoXnaaHHbIE NPOCLObLI 0 AeHbrax Yepes 3BOHOK.
O He npuHMMato pelueHnst 0 nepeBodax nog AaBneHneM.

O CwmoTpto yBegomneHus 6aHka o CnncaHusx.

17.2. Pa3 B Hegento

O MNpoBepuTb onepaunmn No KaptTam.

O MpoBepuTb GanaHc OHNanH-KapTbl U IMMUTBI.

O MpoBepuTb HOBbIE NOAMUCKM 1 aBTOMMATEXM.

O Ypanute nogo3putenbHble MMCbMa U COOOLLEHUS, HE OTKPbIBas BIOXEHMS.

O O6cyauTb ¢ ceMbE OANH HOBbIA NPUMEP MOLLEHHMYEeCTBaA.

17.3. Pa3 B mecsy,

O MpoBepuTb akTMBHbIE YCTPOWCTBA B NOYTE, MECCEHXKEPAX, COLCETAX, ODaHKe.
O MNposepuTb NpUNoXeHns Ha TenedoHe 1 UX paspeLLeHns.

O CmeHuTb cnabble nnv NoBTOPSIOLWMECS NapOnu.

O NpoBepuTb GrogKeT: 4OX0Abl, PACXOAbI, AOMMM, HAaKONEHUS.

O MpoBepuTb NIMMUTLI KApT 1M YBEOOMIIEHUS.

O rlOFOBOpI/ITb C AeTbMU N NOXUNbIMN POACTBEHHUKaMM O HOBbIX CXeMax.

17.4. Pa3 B nonroga

BJ/1OK 18. NMone3Hble KOHTaKTbl U pecypcbl B Pecnybanke benapycb

O MpoBepuTb KPeaNTHYIO NCTOPUIO.

O O6HOBUTL CEMENHOE KOOOBOE CIOBO.

O MepecmoTpeTb hrHAHCOBbIE Lienu 1 NogyLLKy 6€30MacHOCTH.

O MpoBepuTb, KakMe NnepcoHanbHble AaHHblIe JOCTYMHbI B UHTEPHETE.

O CpaBHMTb ycnosuA ©aHKOBCKMX NPOAYKTOB N OTKITHOYNTb HEHYXHbIE.

102 — munuums. 3BOHUTE npun mMolleHHn4yecTBe, yrpo3ax, BeiIMoratesnibCTtee, BOBJfie4eHUn B AponnepcTBo,

3aKnagkun, Kypbepckmne cxembl.

Baw 6aHk — Homep Ha 6aHKOBCKOW kapTe, B 0puLManbHOM NPUMOXKEHUW UK Ha odmumansHom cante. He

UCMoSb3ynTe HOMEP M3 NOA03PUTENBHOIO COOBLLEHUS.

OdmumanbHeii yat-60t MB[ B Telegram “Mbl Bcerga psagom” — ans coobLleHni 0 Nogo3puTenbHbIX 4EACTBUSX.
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HaumoHanbHbI 6aHKk Pecnybnuku Benapyck: nbrb.by.

MopTan duHaHcoBOW rpaMoTHOCTU: fingramota.by.

HauwoHanbeHbIn NnpaBoBon VHTepHeT-nopTan: pravo.by — aktyaneHble pegakuumn KoArll, YK n gpyrux aktos.
HaumnoHanbHbIN LEeHTP 3auThl NepcoHarnbHbIX AaHHbIX: cpd.by.
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KopoTtkuit anct ana neuatu: “Ecnm 3soHAT/NUwIyT — uto aenatb?”

Cutyaums \ OencTtBue

MpocaTt kog n3 SMS/push He HasbiBato. 3aBepLuato pas3roBop.

3BOHAT U3 “6aHka/Munmunn’ Knagy Tpy6bky. MNepe3BaHnBao cam no ouumansHOMy HOMepY
vnm 102.

MpocaT nepeBecTn Ha “Ge3onacHbin CHET” He nepeBoxy. Takoro cnocoba 3awwmThl AeHer HeT.

[MpocAaT ycTaHOBUTL NpUNoXxeHue He yctanasnusato. NpoBepsio Yepes ouumansHbIi UCTOYHNIK.

PoactBeHHUK NpoCUT AEHBIN CPOYHO MepesBaHmBato No coxpaHEHHOMY HoMepy. CnpalumBato KogoBoe
CroBo.

MpepnaratoT nérkuii 3apaboTok Yepes kapTy/nepeBoabl OTKasbiBaloCb. ATO MOXET ObITb APONMNEPCTBO.

MpocaTt 3abpatb Unu cnpaTaTtb NakeT OTkasbiBatocb 1 coobuiato B3pocnbim/102. 3To MOXeET ObITb
HapKkoTU4eckas cxema.

Yxe owmnbes Briokvpyto KapTy, MEeHs0 Naponu, COXpaHso AoKasaTenbCTBa,
3BOHI0 B 6aHk 1 102.

OcTtaHoBuCb. lNepenpoBepb. NocoBeTynca. ToNbKO NOTOM AENCTBYM.
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